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1. Purpose 
The purpose of this document is to describe how to setup S3 Object storage using PetaSAN.  

2. Pre-requisites 
This document assumes the user has already setup a PetaSAN cluster and optionally a second cluster 

in case a multisite S3 setup is required. 

The examples used in this guide assume the following sample configuration: 

Single Site Installation 

  One PetaSAN cluster with Release 3.0.0 or higher installed, each cluster consists of 3 

nodes with no pools created during deployment. 

 Each node has 3 interfaces: 

o Management  uses  subnet ip 10.0.1.0 and subnet mask 255.255.255.0 

o Backend            uses  subnet ip 10.0.2.0 and subnet mask 255.255.255.0 

o S3                       uses  subnet ip 10.0.3.0 and subnet mask 255.255.255.0  

 (Defined post installation as will be shown) 

 Nodes have the following IPs: 

o Node1 

 Management   uses  subnet ip 10.0.1.10  

 Backend            uses  subnet ip 10.0.2.10 

o Node2 

 Management   uses  subnet ip 10.0.1.11  

 Backend            uses  subnet ip 10.0.2.11 

o Node3 

 Management   uses  subnet ip 10.0.1.12  

 Backend            uses  subnet ip 10.0.2.12 

 An EC rule is created based on template ec-by-host-hdd (assuming HDD drives) 

  

Multi Site Installation 

 A second PetaSAN cluster with Release 3.0.0 or higher installed, cluster consists of 3 

nodes with no pools created during deployment. 

 Each node has 3 interfaces: 

o Management  uses  subnet ip 10.0.1.0 and subnet mask 255.255.255.0 

o Backend            uses  subnet ip 10.0.2.0 and subnet mask 255.255.255.0 

o S3 Public           uses  subnet ip 10.0.3.0 and subnet mask 255.255.255.0  

(Defined post installation as will be shown). 

 Nodes have the following IPs: 

o Node1 

 Management  uses   subnet ip 10.0.1.90 

 Backend            uses  subnet ip 10.0.2.90 
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o Node2 

 Management  uses   subnet ip 10.0.1.91  

 Backend            uses  subnet ip 10.0.2.91 

o Node3 

 Management  uses   subnet ip 10.0.1.92  

 Backend            uses  subnet ip 10.0.2.92 

 An EC rule is created based on template ec-by-host-hdd hdd (assuming HDD drives). 

3. Single Site Installation 

3.1. Configuring S3  

3.1.1. S3 Settings 
 Define protocol as http or https, interface to use and the IP range for the S3 service. You 

can also define a custom gateway. 

 

Note: 

 It is recommended to use https when using Veeam. 

To use https with a self signed certificate, generate the certificate by clicking on the Generate 

button and specify the certificate common name. The common name needs to match the S3 

service URL that will clients will use to access the service, it will be configured in the hosts file or 

round robin DNS as will be discussed later. 
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After entering the interface name and the IP range, click on save. 

In the case of self signed certificate as we use in this example, download the certificate, so it can 

be later installed on S3 clients. 
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3.1.2. Assign S3 Role to nodes 
 Start by assigning the S3 Role to one or more cluster nodes, in this example we will 

assign the S3 role to all the 3 nodes. 
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3.1.3. Add Zonegroup 
 Add the zonegroup from Configuration->S3 Configuration->Zonegroups->Add Zonegroup 

 

 

 Enter the zonegroup name, the root pool settings and the placement targets. 

In this example we will create zone named Zonegroup1 with 2 placement targets, first is 

named “default-placement” and the second is named “backups” 
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 You can also add storage classes but in this example we will only use the “STANDARD” 

storage class. 

 

3.1.4. Add Local Zone 
 Add zone from Configuration->S3 Configuration->Zones->Add Zone. 

 In the zone form, The system will display the main pools that will be used for internal 

operations (Control,Meta and log pools). You can optionally define their crush placement 

rule and replica count if desired. In this example we will use the defaults. 

 We configure the pools that will be created for each placement target (Bucket Index and 

Storage class bucket data pools).We need to define their crush placement rule and replica 

count. 

 In this example we will create the main pools and the default-placement pools using the 

replicated rule which is selected by default. 

 For the backups placement target we will create a data pool with EC rule “ec-by-host-hdd” 

and profile “ec-21-profile” for testing purpose but in production you should use a higher 

profile like “ec-42-profile” 

 

Note: 

Using an EC data pool is for ideal for backups due to the storage efficiency.  
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After creating the zone you could notice that the new pools have been created 

 

 

3.1.5. Add S3 user 
 In this example we will create a new S3 user named S3-User1 that stores its data in the 

backups placement target which we created earlier.  

 This can be done from Manage S3->S3 Users Menu item 
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After saving the S3 user you can view the user’s generated access and secret keys which will be used 

later while connecting with S3 clients. 
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Note: 

 You can set maximum number of buckets the user can create or set the max size or maximum 

number of objects the user can upload for any bucket. 

 You can add one or more Sub User under the user you created, for each sub user you need to 

set the sub user id and its Access Right, but in this example we will not create any sub users. 
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4. Clients Connectivity 

4.1. S3 Browser 
 One of the client applications that is widely used is S3 Browser.  

 We will be using the self-signed certificate previously created from the S3 Settings form. 

4.1.1. Define service ip in hosts file 
  If not using a DNS, define the ip address corresponding to the S3 service. The name of 

the service should match the common name of the certificate. The IP address should be 

one within the range of IPs defined for the service. 

 If using a DNS, setup a round robin configuration with all the range of IPs defined.  In this 

example we will use the hosts file method. 

 

4.1.2. Import s3-service certificate 
 In Chrome settings, select privacy and security then Security. 
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 Then select Manage Certificates 

 
 Under Trusted Root Certification Authorities tab select import button 
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 Continue with the steps of importing the certificate as follows: 
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4.1.3. Create S3 Browser user account 
 We will create a S3 user account using “S3-User1” Access and Secret keys previously 

created in PetaSAN 

 From S3 Browser select Accounts->Manage Accounts->Add Account 
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 Enter the account name, select S3 Compatible Storage then enter the Endpoint (Service 

name: port number). 

 Then enter the S3-User1 Access and Secret Keys. 
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 After saving the account you will be able to view the existing buckets , create new 

buckets and upload your files. 

 
 

 
 

 Data will be stored in the Backups placement target data pool 

. 
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4.2. Cyberduck 

4.2.1. Define certificate in hosts file 
 Same as mentioned in step 4.1.1, if done before no need to repeat it 

4.2.2. Import s3-service certificate 
 Same as mentioned in step 4.1.2, if done before no need to repeat it 

4.2.3. Connect using cyberduck 
 Open new connection by entering the service name and port number ,S3-User1 Access 

and Secret Keys  
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 You will be able to view the user’s bucket list 
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4.3. Amazon CLI Tool 

4.3.1. Define certificate in hosts file 
 Same as mentioned in step 4.1.1, if done before no need to repeat it 

4.3.2. Import s3-service certificate 
 setup the s3 service certificate using command line, example if  the cert file placed on the 

D: drive 

aws configure set default.ca_bundle "D:\zone1-s3-service.crt” 

4.3.3. Configure the aws using configure command 
 Configure AWS using command 

aws configure 

 Enter the S3-User1 Access and Secret Keys and enter the zonegroup name  
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4.3.4. Get bucket List 
 You can get the bucket list using command 

aws s3 ls --endpoint-url https://zone1-s3-service:8000 

4.3.5. Create new Bucket 
 You can create new bucket named “bucket1”  using command: 

aws s3api create-bucket --bucket bucket1 --endpoint-url https://zone1-s3-service:8000 

4.3.6. Upload file 
 You can upload a file named Notes in my desktop in bucket1 using the following 

command: 

aws s3 cp Desktop\Notes.docx s3://bucket1/ --endpoint-url https://zone1-s3-

service:8000 

4.3.7. List bucket content 
 You can list the content in a specifc bucket using the following command: 

aws s3 ls  s3://bucket1/  --endpoint-url https://zone1-s3-service:8000 

 

 

 

 

 

https://zone1-s3-service:8000/
https://zone1-s3-service:8000/
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5. Multi Site Installation 
 You can setup a multi site by doing the following : 

5.1. Configuring S3  

5.1.1. S3 Settings 
 Follow the same steps done for the first cluster. 

5.1.2. Assign S3 Role to nodes 
 Follow the same steps done for the first cluster. 

5.1.3. Add End Point to the Master Zone 
 Go to the first cluster, open the zones view list and select to edit the master zone, in 

this example it is Zone1. 

 

 
 

 Enter the endpoint of the zone. 

 

 Notice that the system has created user named “Synchronization-user”. 
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 You will use the “Synchronization-user” information in the Pull screen coming next. 

5.1.4. Import Peer Certificate 
 Import certificate of the second cluster in case of using self signed certificates. 
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 Your peer certificate has been imported successfully  

 

5.1.5.  Define the service names in hosts files 
In this example we need each zone to be able to access the other zone for data 

replication and configuration. 

Update the hosts files on the first and second zones, PetaSAN always syncs the hosts file 

in consul server, so all nodes in cluster gets the same copy of the file. We need to do the 

following steps on both zones to correctly setup the hosts file: 

Zone1 

 stop auto sync service 

systemctl stop petasan-file-sync 

 

 Update the hosts file in node1 of the first cluster  

Connect to node1 using WinSCP tool and go to path /etc/hosts or use command 

use winscp or nano 

 nano /etc/hosts 

 
Edit the hosts file to add entry 10.0.3.90   zone2-s3-service which is the S3 service ip of 

zone2 
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 sync the hosts file to consul 

/opt/petasan/scripts/util/sync_file.py /etc/hosts 

 

 Restart the sync service on current node 

   systemctl start petasan-file-sync 

  This will sync the updated hosts file to all nodes 
 

Zone2 

 stop auto sync service 

systemctl stop petasan-file-sync 

 

 Update the hosts file in the second cluster node 

Connect to node90 using WinSCP tool and go to path /etc/hosts or use command 

use winscp or nano /etc/hosts 

 
Edit the hosts file to add entry 10.0.3.10   zone1-s3-service which is the S3 service ip of 

zone1 

 
 

 sync the hosts file to consul 

/opt/petasan/scripts/util/sync_file.py /etc/hosts 

 

 Restart the sync service on current node 

   systemctl start petasan-file-sync 

  This will sync the updated hosts file to all nodes 
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 Add a temporary ip in the same zone1 network so we can access it to pull the zone 

information 

ifconfig eth2 10.0.3.100 netmask 255.255.255.0 

 

 Now you will be able to ping the first zone ip 

ping 10.0.3.10 

5.1.6. Import Peer Certificate  
 For self signed certificates, import certificate of the first cluster. 

 
 Your peer certificate has been imported successfully  

 

 

5.1.7. Pull First Cluster S3 Configuration 
 From the menu select Configuration /S3 configuration/Zonegroups  

 Pull the settings of the master zone by using its endpoint and Synchronization-user 

access and secret keys. 
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 The multisite zone configuration is pulled successfully and you can view the zonegroup 

information. 

 

 

5.1.8. Add local zone 
 You should now add a local zone to the second cluster 

 
 Enter the zone name ,main pools and placement targets pools 
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 Zone2 is created successfully as shown 
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Repeat the client connectivity steps, installing the second zone certificate.   

Now users can use any of the clusters to upload their data and data will be replicated automatically to 

the other cluster. Data can be written to both clusters in active/active manner. 

6. Add S3 User 
You can’t add, update or delete users from the secondary cluster, users must be maintained in the 

master cluster and they will be synched automatically to the second cluster. 

In this example we added S3-User2 in the master cluster and it has been synched to the secondary 

cluster  

 

7. Client Connectivity 

7.1. S3 Browser 

7.1.1. Define certificate in hosts file 
Same as the first cluster section 4.1.1 but add the IP of the second zone service 
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7.1.2. Import s3-service certificate 
 Import the second cluster certificate following the same steps in section 4.1.2 ,in this 

example we will import certificate zone2-s3-service.crt. 

7.1.3. Create S3 Browser user account 
 We will need to create an S3 browser account using the same S3User1 access key and 

secret keys but connecting to zone2-s3-service. 
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 You should see the same buckets as you have when you were connecting to zone1 
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7.2. Cyberduck 
Same as done with the first cluster. 

7.3. Amazon CLI Tool 
Same as done with the first cluster. 

8. Promote Zone 
 In case the master zone (Currently in this example zone1) is down ,you can promote a 

non-master zone (Currently in this example zone2) to be a master zone by using the 

promote button in the zones view list. 

 Make sure that all metadata (like zonegroup , zone or user updates) are synced before 

the promotion. 
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If you promoted the zone2 to be the master zone then you will be able to do all the functionally 

of the master zone like adding S3 users. 

 


