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1. Purpose
The purpose of this document is to describe how PetaSAN S3 Object storage can be used as a Veeam

Backup repository.
Currently Veeam supports using Direct-to-object storage to S3 Object storage (Veeam version 12)

While previously Veeam supported using S3 Object storage as a capacity tier (Veeam version 11)

2. Pre-requisites
This document assumes the user has the following components are already installed:

e Veeam Backup and Replication version 12 with one Veeam server installed.

e PetaSAN Release 3.0.0 or higher is installed with S3 service running on one or more nodes,
recommended to setup zone to use EC data pool for best storage efficiency. . Please refer to the
S3 setup guide.

e Inzonegroup a new placement target named “backups” has been created and is defined in the
zone. Please refer to the S3 setup guide.

3. PetaSAN Configuration
S3 Settings

e Need to use https, in this example we are using a certificate with common name “s3-
service” and using port 8000.

e For generated self signed certificates, the common name needs to match the S3 service
URL that we will use to access the service, it needs to be configured in the hosts file as
done in this example as shown below or needs to be defined in a round robin DNS. We
also need to download certificate and then install it on the Veeam server as will be
shown later.

Using PetaSAN S3 as a Veeam Backup Repository Page 3 of 57



etas!

S3 Settings

# Configuration & S3 Seftings

RadosGW http port:* E% Network Configuration

7480

Load Balancer

Port:*
8000
HTTPS O
Private Key:*
VVVVV BEGIN PRIVATE KEY----- 1
MIT1QgIBADANBRKqhKiGOWOBAQEF AASCCSWWREkoAGEAAOTCAQDadVCBYFI-F25h2

utbgnC1//zmonojk3R5+Wj+Xe4150y lwvMFsnrHdIrghNeQs JEGYOMOgimqmasFg0
©a8qETTW81kOIRtQW]Z7p/ /xcISx9Drd5pouj8usn3zewmnt415Cac3gis68uRbk
FQT1xugYVWhCKd+SMmPZRWMMETFEKXWaS/ YUo+eMydQV3ASDhNIbH1dubiDasz1
v/kQUNARX7a8T2zPUmjG1VsttEBXRvVOBI//ShbAZomo2PqmkQ7ZmqlLYakcKMmb

Certificate:*

————— BEGIN CERTIFICATE----- -
MIIE@TCCArmgAWIBAgIUT6LOYASCAHZOALCAbDAK] /9yMxwwDQY IKOZIhVCNAQEL
BQAWF TETMBEGALUEAWWKUZMt C2Vydm1 jZTAeFwOyMjABMDCXNDAAM JNaF wooM jAG
MDEXNDA4MINaMBUXEZARBENVBAMMCIMZ LXNL cnZpY 2Uwggl iMABGCSqGS1b3DQER
AQUAAAICDWAWgEIKAOICAQDadvcBvFrf25h2utbgnCl//zmonojk3RS5+Wj+Xea1s
Oy lwvMFsnrHdIrqleQs JEGYOMOgimqmasFg0eaBqE TTWS1kOTRtQWIZ7p/ /xcISX

Certificate CN:
s3-service

Interface:*

eth2 v

Subnet Mask:"
O 255.255.255.0 O VLAN Tagging

Public IP Range: From:* @ To:*

o 100310 2 1003.12

Gateway:

@ Default O Custom

Cancel Download Certificate
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:f CAWindows\System32\drivers\etc\hosts - Notepad++
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ?

B s ls B | gl exBEISGTEFEDHE® ®

Bl 2612-T5008592192 himi £ [=] hosts B3 l

1 # Copyright (c) 1593-2009 Microsoft Corp.
This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should bs kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one

R T ISR

-
(=
sk R R ek sk R sk R R R R R R R R

space.

11 Additionally, comments (such as these) may be inserted on individual
12 lines or following the machine name denoted by a "§' symbol.
13

14 For example:

15

le 102.54.94.0 rhino.acme.com ¥ source server
17 38.25.63.10 X.acme.com ¥ x client host
18

19 # localhost name resolution is handled within DNS itself.

20 # 127.0.0.1 localhost

21 ¥ ::1 localhost

22

23

24  10.0.3.10 g3-service

25

Add S3 user

e In this example we will create new S3 user named Veeam that stores its data in backups
placement target which was created earlier.
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Add S3 User s S3 Configuration - E> S3Users -~ E>Add S3 User

Display Name:*

Veeam

Email:

Emai

Suspended:*
O Yes @® No

Default placement target:* €

backups ~

Max number of buckets:"
1000
Bucket Quota
Max Size:*
® Unlimited O Limit Size

Max Number of Objects:*

@® Unlimited © Limit Number
User Quota

Max Size:”

@® Unlimited O Limit Size

Max Number of Objects:*

® Unlimited © Limit Number

Cancel Save

After adding the S3 user, view the user’s generated access and secret keys which will be used later
while configuring Veeam S3 object storage repository.
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Edit S3 User £ 53 Configuration ~ & S3Users B Edit S3 User

1D:* User Quota
1o Max Size:*

Display Name:* @® Unlimited O Limit Size
Veeam Max Number of Objects:*

Email: @ Unlimited O Limit Number

Access Key ID:*

Suspended:* GTEZNDZOV64860NBDQCL

O Yes ® No Secret Access Key:"

Default placement target:* Zuv1TgskURPADMDHmMBOXIZFhhOrAUjOeCXs8GWgQ

backups h Size used:
Max number of buckets:* 00 GB
1000
Number of objects:
Bucket Quota 0
Max Size:*
@ Unlimited O Limit Size

Max Number of Objects:*

@ Unlimited O Limit Number
Subusers:
Show 10~ entries Search:

Subuser ID 1:  Access Rights Access Key ID Secret Access Key Actions
No data avallable in table

Showing 0 to 0 of 0 entries Previous =~ Next

Cancel Regenerate Keys E

4. Veeam Configuration
You can setup Veeam using one of the following configurations:

= PetaSAN S3 as a direct backup repository
In this setup, Veeam backups directly to the S3 repository. This feature is supported in
Veeam starting from version 12.

= PetaSAN S3 as a capacity tier in a scale-out repository
In this setup, a Scale Out Backup Repository (SOBR) is configured. The SOBR consists of 2
tiers:
-A non S3 backup repository acting as a performance tier
-An S3 repository acting as a capacity tier
this feature is supported in Veeam starting from version 11.
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Here we show how to create each repository type:

Create Object Storage Repositor

Create Direct Attached Storage Repositor

Scale-out repository

Create Object Storage Repository

From the Backup Infrastructure section select to add new backup repository and then select the
object storage type

Veeam Backup and Repli

Home Backup Repository

Add Backup Repository

Select the type of backup repository you want to add.

Repository R ton
Manage Repository

Backup Infrastructure

Direct attached storage

= Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
:: Backup Repositories movers to run directly on the server, allowing for fastest performance.

i :;;; Scale-out Repositories

€ WAN Accelermtrs Network attached storage
i~} Service Providers , Network share on a file server or a NAS device. When backing up to a remote share, we recommend that you
“5 Managed Servers select a gateway server located in the same site with the share.

E Backup Proxies

sipes  Deduplicating storage appliance

E Dell EMC Data Domain, ExaGrid, HPE StoreOnce or Quantum DXi. If you are unable to meet the requirements of
advanced integration via native appliance API, use the network attached storage option instead.

g Object storage
] On-prem object storage system or a cloud object storage provider. Object storage can only be used as a
Capacity Tier of scale-out backup repositories, backing up directly to object storage is not currently supported.

Cancel

ﬁ Home

%i—‘ Inventory
fE? Backup Infrastructure
'f.f: Storage Infrastructure

Ty .
- History

e Select the S3 Compatible Option
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Object Storage

Select the type of object storage you want to use as a backup repository.

|i|:: 53 Compatible
E Adds an on-premises object storage system or a cloud object storage provider.

dWs  Amazon S3
Adds Amazon cloud object storage. Amazon 53, Amazon 53 Glacier (including Deep Archive) and Amazon
Snowball Edge are supported.

3 Google Cloud Storage

Adds Google Cloud storage. Both Standard and Nearline storage classes are supported.

I/"‘\I IBM Cloud Object Storage
5 oud object storage. 53 compatible versions of both on-premises an oud storage offerings
{!,- Adds IBM Cloud obj S3 ibl i f both i d IBM Cloud fferi
are supported.

IA Microsoft Azure Storage
Adds Microsoft Azure cloud object storage. Microsoft Azure Blob Storage, Microsoft Azure Archive Storage and
Microsoft Azure Data Box are supported.

Cancel

e Enter the S3 Object Repository Name
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R

Name
Account
Bucket

Summary

New Object Storage Repository

Name

Type in a name and description for this object storage repository.

Name:

PetaSAN Object storage repository

Description:

Created by DESKTOP-95RGNP3\lenovo at 4/8/2022 1:13 AM.

[] Limit concurrent tasks to: |2 =
Use this setting to limit the maximum number of tasks that can be processed concurrently in cases when your

object storage is overloaded or cannot keep up with the number of APl requests issued by multiple cbject
storage offload tasks.

Enter the S3 service name and port number, then the access key and secret key of the PetaSAN

S3 user we want to use. In this example we will use the S3 user we have created named Veeam

Using PetaSAN S3 as a Veeam Backup Repository
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Home Backup Repository

Repository Repository
Manage Repository

Backup Infrastructure

E Backup Proxies

g Backup Repositories

= External Repositories
4 |.Scale-out Repositories

Wil

2%, imscaleout

Wil

2%, ramdanscale
Ega Scale-out Backup Repository
&3 WAN Accelerators
{7+ Service Providers
A !E'I Managed Servers
"= Microsoft Windows
El Unavailable (1)

/ﬂ\ Home
E@ Inventory

TYE'E Backup Infrastructure

=

Using PetaSAN S3 as a Veeam Backup Repository

am Backup and Replication

Name

Bucket

Summary

Account

Service point:

|53-5ervice:8000

Region:
|

|zonegroup

Credentials:

Manaae cloud accounts
>

Credentials

Access key:  |GTEZNDZ0V64860NBDQCL |

9

Ek Secret key: I

Description:

Cancel

< Previous Next > Finish Cancel
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Veeam Backup and Replication

Home Backup Repository

Repository Repository

Manage Repository Account
Backup Infrastructure in* Specify account to use for connecting to S3 compatible storage system.
B Backup Proxies
Backup Repositories ‘ Name Service point:

External Repositories ‘sS—service:BUDl) |

Account "
4 Region:
Bucket ‘zonegroup |
4, ramdanscale Cregentia
E;a Scale-out Backup Repository STy KEi G
O3 WAN Accelerators ‘ 4, GTEZNDZ0V64860NBDQCL (last edited: less than a day ago) w Add...

‘;; Service Providers
4 ‘E‘ Managed Servers
E— Microsoft Windows
EL Unavailable (1)

Certificate Security Alert
iguration..

1§ Site certificate cannot be verified. Continue anyway?

Remote certificate chain errors:
UntrustedRoot (A certificate chain processed, but terminated in a root
certificate which is not trusted by the trust provider.)

Continue Cancel

DESKTOP-95RGNP3 (Backup server)

/ﬂ\ Home

E@ Inventory

@ < Previous Cancel
) =3 Backup Infrastructure

e Certificate Security Alert dialog will appear, click on View Certificate to be able to install the
certificate we had downloaded from the PetaSAN S3 settings.
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Veeam Backup and Replication

Home Backup Repository

=
Adq ) A c i b4
Repository Reposit
Manage Repository

Account

Backup Infrastructure Specify account to use for connecting to S3 compatible storage system.

Backup Proxies
Backup Repositories
External Repositories
Scale-out Repositories

#  Certificate

General petails Certification Path

25, imscaleout Bucket

il

% ramdanscale B )
% Scale-out Backup Repository SUNIELY A Certificate Information
3 WAN Accelerators This certificate is intended for the following purpose(s): ~ Add..
7 Service Providers « All issuance policies
. ‘-JE—‘ Managed Servers = All application policies
E- Microsoft Windows
. Unavailable (1)

iguration...

Issued to: s3-service

Issued by: s3-service a root

valid from 4/7/2022 to 4/1/2042 _Cancel

Install Certificate... | | Issuer Statement

ﬁ Home

EE—‘ Inventory
Nea> |

GE? Backup Infrastructure

Cancel
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Veeam B and Replication

Home Backup Repository

New Object Sto R t X
Account
Backup Infrastructure in7 ! Specify account to use for connecting to 53 compatible storage system.
= Backup Proxies
| Backup Repositories ‘ Name %
External Repositories ‘ |
a _ &# Certificate Import Wizard
Bucket ‘ :
<1, Scale-out Backup Repository Summiy l
) Welcome to the Certificate Import Wizard |
&3 WAN Accelerators P Add...

{7 Service Providers

P
4 ({Z1Managed Servers This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

== Microsoft Windows

E\ Unavailable (1)

A certificate, which is issued by a certification authority, is a confirmation of your figuration..

identity and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
O Current User

(@ Local Machine

To continue, click Next.

/ﬂ\ Home

=]
@i Inventory

Finis Cancel

ﬂg? Backup Infrastructure Cancel
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Account
|iin—| ? Specify account to use for connecting to S3 compatible storage system.

Name

_ & &* Certificate Import Wizard
Bucket
Summary Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
I J \ Browse...

ol

Using PetaSAN S3 as a Veeam Backup Repository

iiguration...

Cancel
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New Object Storage Repository X

Account

iin_g Specify account to use for connecting to 53 compatible storage system.

Name X

_ Select Certificate Store =

Bucket Select the certificate store you want to use.

Summary

~{_| Personal A
eeml Trusted Root Certification Authorities
| Enterprise Trust
- | Intermediate Certification Authorities
] Trusted Publishers store, or you can specify a location for
71 1intrietad Certifirates

< >

itificates are kept.

g based on the type of certificate figuration...
[C]show physical stores ke

[oc ]| conce

|| Browse... I

L
[ R
ateway server is specified, a
Btorage system.

[ Wet || Concel
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Bucket

Summary

MNew Object Storage Repository

Specify account to use for connecting to 53 compatible storage system.

& | Certificate

General Details Certification Path

R Certificate Information

This certificate is intended for the folk

« All issuance policies
« All application policies

ing purpose(s):

Issued to: s3-service

Issued by: s3-service

valid from 4/7/2022 to 4/1/2042

Install Certificate...

Certificate Import Wizard

0 The import was successful.

Issuer Statement

0K

aCCess 1o Ine storage system.

Next > | Finish Cancel

security alert has been disappeared

Using PetaSAN S3 as a Veeam Backup Repository

After installing the certificate click back then next again ,you should notice the certificate
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New Object Storage Repository

Account

i‘n_l r! Specify account to use for connecting to 53 compatible storage system.

Name Service point:
|s3—service:8000
Aot
Bucket |zonegroup
Summary Credentials:
\{‘G?EZNDZDVMBE-DNBDQCL {last edited: less than a day ago) v‘ | Add...

Manage cloud accounts

[] Use the following gateway server:

DESKTOP-95RGMNP3 (Backup server)

Select a gate

ay server to proxy access to the object storage system. If no gateway server is specified, a

scale-out backup reposito y exXtents must have direct network access to the sto rage system.

< Previous Next = Finish Cancel

e Select next and then click on browse to list the existing buckets, you can create buckets using S3
client tools like S3 Browser (refer to the S3 setup guide).
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New Object Storage Repository X

Bucket

iin_l r! Specify abject storage system bucket to use.

Name Bucket:
Account | | | Browse...
P Bieket T Folder:
| | Browse...
Summary
[] Limit object storage consumption to: 10 2|78 ~

This is a soft limit to help control your object storage spend. If the specified limit is exceeded, already
running backup offload tasks will be allowed to complete, but no new tasks will be started.

[] Make recent backups immutable for: 30 7| days

Protects recent backups from maodification or deletion by ransomware, malicious insiders and hackers using
native object storage capabilities. Object storage must support S3 Object Lock feature.

< Previous Apply Finish Cancel
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New Object Storage Repository Select Folder >

Bucket
iu—- Specify object storageg L
E 4 @ backups

I BackupFoIdeﬂ

Name

Account || Browse... |
|| Browse... |

Summary

id limit is exceeded, already
ks will be started.

licious insiders and hackers using
Lock feature.

e Select a folder under the selected bucket
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PetaSAN

Select Folder >

Folders:

+ 5 backups
& BackupFolder

New Folde Cancel

e Select the repository settings, whether to limit the object storage size or not and if you want to
store recent backups as immutable and for how any days.
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R

Name

Account

Summary

New Object Storage Repository

Specify object storage system bucket to use.

Bucket:

|bar:k.ups | Browse...

|BackupFoIder | | Browse...

[] Limit object storage consumption to: 10 2|78

This is a soft limit to help control your object storage spend. If the specified limit is exceeded, already
running backup offload tasks will be allowed to complete, but no new tasks will be started.

[] Make recent backups immutable for: 30 7| days

Protects recent backups from maodification or deletion by ransomware, malicious insiders and hackers using
native object storage capabilities. Object storage must support S3 Object Lock feature.

< Previous Apply Finish Cancel

e To enable the use of immutable option, bucket has to be lock enabled during bucket creation,
otherwise the following error will appear:
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PetaSAN

| Bucket
|iu—| . Specify object storage system bucket to use.

Name Bucket:
p— |backups | Browse...
Bucket Folder:
< |BackupFoIder | | Browse...
ummary
[] Limit obje : B
Thisisal Veeam Backup and Replication X ld, already
running b
Unable to use backup immutability: selected object storage does not
| Make rec
9 support 53 Object Lock feature.

Protects 1 id hackers using
native ob

< Previous Apply Cancel

Note:
Immutability is a method that prevents data deletion or modification from storage.

Knowing that data is critical to all businesses—having an immutable copy of your backup data
ensures that there is an untouched version of that source data which is always recoverable.

To create a bucket with lock option enabled, use Amazon Cli tool (refer to the S3 setup guide for
more detail).

You can install it from

https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2-windows.html
e Setup the service certificate

aws configure set default.ca_bundle "c:\s3-service.crt

e After installation we will configure the aws using command
aws configure

In this example we use the PetaSAN S3 user named Veeam and we enter its access and secret keys as
well as the zonegroup name.
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PETQSAN

Command Prompt - aws configure - O X

CL

DHmBOXIZFhh@r

fault
Default output format [None]l:

e Use the following command to create a bucket named “secure-backups” with lock is enabled
aws s3api create bucket --bucket secure-backups --endpoint-url https://s3-service:8000 --
object-lock-enabled-for-bucket

e We continue this example using the newly created bucket with the immutability feature

Select Bucket X
Bucket

i u_ Buckets:

Specify object storag

E 4 f Buckets

| =} secure-backups

Name

Browse...
Account | | =

Bucket

Browse...
Summary

d limit is exceeded, already
ts will be started.

licious insiders and hackers using
Lock feature.

Cancel Cancel

Using PetaSAN S3 as a Veeam Backup Repository Page 24 of 57
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New Object Storage Repository Select Folder
Bucket
in Specify object st tem bucket t Folders:
s ecify object storage system bucket to use.
E P g 9e sy a @ secure-backups
g data
Name Bucket:
Account I:secure—backups
Folder:
—_ ]
[] Limit object storag
This is a soft limit dy
running backup of|
[] Make recent backy
Protects recent ba ers using
native object storg
MNew Folder oK | | Cancel
Select Make recent backups immutable for 30 days
Using PetaSAN S3 as a Veeam Backup Repository Page 25 of 57



New Object Storage Repository X

Bucket

iin_l r! Specify abject storage system bucket to use.

Name Bucket:
Account secure-backups | Browse...
P Bieket I Folder:
| data | Browse...
Summary
[] Limit object storage consumption to: 10 2|78 ~

This is a soft limit to help control your object storage spend. If the specified limit is exceeded, already
running backup offload tasks will be allowed to complete, but no new tasks will be started.

Make recent backups immutable for: 30 5 days

Protects recent backups from maodification or deletion by ransomware, malicious insiders and hackers using
native object storage capabilities. Object storage must support S3 Object Lock feature.

< Previous Apply Finish Cancel
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New Object Storage Repository

R

Name

Summary

Account

Bucket

You can copy the configuration information below for future reference.

Summary:

bbject storage repository was successfully created.
Name: PetaSAN Object storage repository

Type: S3-compatible

Gateway server: not selected

Service point: https://s3-service:8000

Region: zonegroup

Bucket: secure-backups

Concurrent tasks limit: unlimited

Storage consumption limit: unlimited

Recent backups will be immutable for 30 days

< Previous Next =

Description: Created by DESKTOP-95RGNP3\lenovo at 4/7/2022 10:57 PM.

Cance

az

Backup Repasitary

Add
Repository

Manage Repository

After saving the object storage repository you can view it in the repositories list

Backup Infrastructure QU petasan x
B Backup Proies Name 4 e Host Path
B Escinp Reposiones @ PetaSaN Object storage repository $3-compatible -service:80

53] Scale-out Repositaries
€3 WAN Accelerators

=] Senvice Providers

(€ Managed Servers

22 PetaSAN Backup Repository

Windows DESKTOP-95RG E\Backups

Using PetaSAN S3 as a Veeam Backup Repository

Capac. Free Used Sp.
hive/data /A NA 34M
4662 GB 2449, 33Mi
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PetaSAN

Create Direct Attached Storage Repository

From the Backup Infrastructure section select to add new backup repository and then select the A Direct
attached storage type which needs to be created to be used as the performance tier in case of Veeam
version 11.

Veeam Backup and Replication

Home Backup Repository

=+ Add Backup Repository
Add Ea
Repository Repositaory

Select the type of backup repository you want to add.

Manage Repository

Backup Infrastruct :
A e Direct attached storage

Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
maovers to run directly on the server, allowing for fastest performance.

E Backup Proxies

Backup Repositories

* £ Scale-out Repositori
gk SCale-oUL heposttones Network attached storage

£» WAN Accelerators : Metwork share on a file server or a NAS device. When backing up to a remote share, we recommend that you

4 Service Providers select a gateway server located in the same site with the share.

i GE’! Managed Servers

Deduplicating storage appliance
Dell EMC Data Domain, ExaGrid, HPE StoreOnce or Quantum DXi. If you are unable to meet the requirements of
advanced integration via native appliance AP, use the network attached storage option instead.

W%~  Object storage
l.“ On-prem object storage system or a cloud object storage provider. Object storage can only be used as a

Capacity Tier of scale-out backup repositories, backing up directly to object storage is not currently supported.

Cancel

ﬁ Home

%ﬁ Inventory

'?E? Backup Infrastructure
.fé‘: Storage Infrastructure

:'.?@; History

o loe

e Then select Microsoft Windows
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@ Direct Attached Storage

Select the operating system type of a server you want to use as a backup repository.

ml Microsoft Windows
[ | Adds local server storage presented as a regular volume or Storage Spaces. For better performance and storage
efficiency, we recommend using ReFS.

i Linux
6 Adds local server storage, or locally mounted NFS share. The Linux server must use bash shell, and have SSH and
Perl installed.

Cancel

e Enter the backup repository name
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New Backup Repository

amm— Name
E:;]I Type in a name and description for this backup repository.
=

D o

|PetaSAN Backup Repository

Server
Description:

Repository Created by DESKTOP-95RGNP3\lenovo at 4/7/2022 10:50 PM.
Mount Server

Review

Apply

Summary
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e Select the backup server you want to use and then select the drive where data will be stored

New Backup Repository

amm— Server

Repository
Mount Server
Review
Apply

Summary

Choose repository server. You can select server from the list of managed servers added to the console.

Repository server:

DESKTOP-95RGMP3 (Backup server)

£

Path . Capacity
-\ 237.2 GB
@D\ 465.3 GB
@ E\ 466.2 GB

Free
131.8 GB
4288 GB
246.2 GB

Einish

Add New...

Populate

Cancel

e Enter path of the folder that will be used
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=

New Backup Repository X
U— Repository
— Type in path to the folder where backup files should be stored, and set repository load control options.
Mame Location
Path to folder.
Server
|E:\Backup5 | Browse...
_ E Capacity: 466.2 GB Populate
Mount Server = Free space: 245.6 GB
Review Load control
Appl Running too many concurrent tasks against the repository may reduce overall performance, and cause I/0
PPl timeouts. Control storage device saturation with the following settings:
Summa Limit maximum concurrent tasks to: 4 =
y
[] Limit read and write data rate to: 1 = MB/s
Click Advanced to customize repository settings. Advanced
< Previous Next = Finish Cancel

Select the mount server
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New Backup Repository

p— Mount Server

Specify a server to mount backups to when performing advanced restores (file, application item and instant VM recoveries). Instant
recoveries require a write cache folder to store changed disk blocks in.

Mount server:

Name
DESKTOP-95RGNP3 (Backup server) ~ Add Mew...
Server
3 Instant recovery write cache folder:
Repository

|D:\ProgramData\Veeam\Backup\lRCache\ Browse...

_ Ensure that the selected volume has sufficient free disk space to store changed disk blocks of instantly

recovered VMs. We recommend placing write cache on an SSD drive.

Review

Enable vPower NFS service on the mount server (recommended) Ports...
e Unlocks instant recovery of any backup (physical, virtual or cloud) to a VMware vSphere VM. vPower NFS
Summary service is not used for instant recovery to a Microsoft Hyper-V VM.

< Previous Finish Cancel

Review your setup then apply it to create the repository
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New Backup Repository X

Review

Please review the settings, and click Apply to continue.

The following components will be processed on server DESKTOP-95RGNP3:

Mame
Component name Status
server Transport already exists
Repository vPower NFS already exists
Mount Server already exists

Mount Server

Apply

Summary

[[] search the repository for existing backups and import them automatically

mport guest file system index data to the catalog
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1
]
]

[
B
B

Name
Server
Repository

Review

Summary

Mount Server

New Backup Repository

Apply

Please wait while backup repository is created and saved in configuration, this may take a few minutes.

Message
() Starting infrastructure item update process
) [DESKTOP-95RGNP3] Discovering installed packages

() [DESKTOP-95RGNP3] Discovering installed packages
{2 All required packages have been successfully installed

_ ) Detecting server configuration

) Reconfiguring vPower NFS service

) Collecting backup repaository info
) Creating database records for repository
() Backup repository has been added successfully

() Creating configuration database records for installed p...

Durat...
0:00:15

() [DESKTOP-95RGNP3] Registering client DESKTOP-95RG...
) [DESKTOP-95RGNP3] Registering client DESKTOP-95RG...
) [DESKTOP-95RGNP3] Registering client DESKTOP-95RG...

< Previous

Cance
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PetaSAN

New Backup Repository

— Summary

You can copy the configuration information below for future reference.

Name Summary:
Server Windows backup repository '‘Backup Repository-PetaSAN' was successfully created.
Repository Mount host: DESKTOP-95RGNP3
Backup folder. E\Backups
e S Write throughput: unlimited
Max parallel tasks: 4
Review
Apply

o
i1

Add Ed
Repository Reposito

Manage Repository

Backup Infrastructure Q

Q x

5§ Backup Proxies Name 4 Type Host Path Capac.  Free  UsedSp
SElrlEE i .- PetaSAN Backup Repasitory Windows DESKTOP-35RG... EABackups 466268 245.1.. 33Mme
cale-out Repositories

£3 WAN Accelerators
{23 Senvice Providers
(Zi Managed Servers
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Create Scale-Out Repository

From the Backup Infrastructure section select to add new scale-out repository and then select the object
storage type

Create a new scale-out repository using the previously created repositories as performance and

capacity tiers ,in case of Veeam 11

e Enter the scale out repository name

Veeam Backup and Replication

Home Scale-out Repository

FE =
Cooo
Add Scale-out Ed New Scale-out Backup Repository b4

Repository 2eposit

Manage Scale-out Repository Name

— ) o . ] .
Backup Infrastructure — Type in a name and description for this scale-out backup repository.

c

Backup Proxies
Name:

PetaSAN Scale-out Backup Repository|

Backup Repositories Name

External Repositories .
Perfarmance Tier

,d; Scale-out Repositories Description:
= Placement Policy Created by DESKTOP-95RGNP3\lenovo at 4/8/2022 12:12 AM.

£.1, imscaleout
£, PetaSAN-Scale-out Backup R o
= Capacity Tier
24, ramdanscale

F:-h Scale-out Backup Repository| Summary

:::-h Scale-out Backup Repository|
£3 WAN Accelerators

4 Service Providers

i i_‘;? Managed Servers
E~ Microsoft Windows

ﬁ Home
E@ Inventory Cancel

#4 Backun Infrastnicture

e Select the performance tier repository
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New Scale-out Backup Repository

Performance Tier

| —
E__] Select backup repositories to use as the landing zone and for the short-term retention.
Soare
. Extents *
Name Extents:
Name Select backup repositories to include in this scale-out backup

Placement Policy
Capacity Tier

Summary

repository.

Backup repositories:

Name
PetaSAN Backup Repository
[[] Default Backup Repository
[ Destination

[ repot

Select All
Clear All

Click Advanced to sp|

| | Cancel |

< Previous | | Next = | Finish

Add...

Remove
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New Scale-out Backup Repository

Performance Tier

Select backup repositories to use as the landing zone and for the short-term retention.

Name Extents:
peomancerer o o
E— PetaSAN Backup Repository
Remove
Placement Policy
Capacity Tier
Summary
Click Advanced to specify additional scale-out backup repository options. Advanced
< Previous Finish Cancel
e Select placement policy
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New Scale-out Backup Repository

| — Placement Policy
[ Choose a backup files placement policy for this performance tier. When more than one extent matches the placement policy, backup job
will choose the extent with the most free disk space available.

Name @ Data locality
Perf Ti All dependent backup files are placed on the same extent. For example, incremental backup files will be
ormance tier stored together with the corresponding full backup file. However, the next full backup file can be created on

el another extent (except extents backed by a deduplicating storage).

() Performance

Incremental backup files are placed on a different extent from the corresponding full backup file, providing
Summary for better backup file transformation performance with raw storage devices. Note that losing an extent with
a full backup makes restoring from increments impossible.

Capacity Tier

< Previous Cancel

e Select the capacity tier repository and select to copy backups as soon as they are created
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New Scale-out Backup Repository

X
JE— Capacity Tier
[ — - Specify object storage to copy backups to for redundancy and DR purposes. Older backups can be moved to object storage completely
=~ to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.
Name Extend scale-out backup repository capacity with object storage:
e TR TG PetaSAN Object storage repository ~ Add...
Placement Policy Define time windows when uploading to capacity tier is allowed Window...

_ Copy backups to object storage as soon as they are created

Create additional copy of your backups for added redundancy by having all backups copied to the
Summary capacity tier as soon as they are created on the performance tier.
Move backups to object storage as they age out of the operational restore window

Reduce your long-term retention costs by moving clder backups to object storage completely while
preserving the ability to restore directly from offloaded backups.

Move backup files older than 14 -2 days (your operational restore window) Qverride...

[] Encrypt data uploaded to object storage

Manage passwords

< Previous Apply Finish Cancel
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New Scale-out Backup Repository

| _ Summary

Review the scale-out backup repository settings, and click Finish to exit the wizard.

—-

Sl

Name Summary:

Fcale—out backup repository was created successfully.
Performance Tier

Placement Policy
Capacity Tier

Summary

< Previous Finish

5. Create a backup job

Go to the Home Section and select to create new backup job
In case of direct backup repository

We will create the job to connect directly to the created object storage repository.

In case of Scale- out Backup Repository (SOBR)

You will create the job to connect to the scale-out repository that was created using (both the
Direct Storage and object storage repositories as performance and capacity tiers respectively)
so it will be executed using two sub jobs:

-Backup job
-Offload job

e Add new Backup job, in this example we will create Windows computer backup job to backup
data from a Windows server with IP 10.0.2.30
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R
Backup Replication CDP  Backup Copy Restore | Import

* Restore

Virtual machine. ailia

U Windows computer.. Q 1ype inan

MNew Windows Computer Backup Job . . - -
Creates a new Windows computer backup job e o - y

ioad SOBR Tiering Success 4772022 1127 PM

[ PetaSAN Agent Backup Job - 100.2.30 Offload SOBR Tiering Success A/T/2022 1125 PM 4/7/2022 1127 PM
— % PetaSAN Agent Backup Job Windows Agent... Success 47772022 1115 PN 4772022 1125 PM
| e % Agent Backup lob-PetaSANBackup Windows Agent... Success 472022 1100PM 47772022 1196 BM
Ll 2eHons! % Agent Backup Job-PetaSANBackup. Windows Agent... Success 4772022 1037 PM. 4772022 10:43 PM
3 Sucoess 2 Anent Rackun Ioh- PetaSAN Windows Aoent... Success A(T/2077 1000 PM A/712027 1026 PM
e Select mode as server
New Agent Backup Job k4

Job Mode

Specify protected computer type and backup agent management mode.

Name () Workstation

Computers @ Server

Backup Mode (O Failover cluster

Storage
Mode:
Guest Processing ® Managed by backup server
Schedule Veeam backup server schedules and executes backups on the protected computers. This mode is recommended
for always-on workloads with a permanent connection to the backup server, such as servers or clusters located
Summary in the same data center.

() Managed by agent
Veeam backup server deploys the protection policy to all agents, however the job is managed by the agent
itself. This mode is recommended for workstations and servers located in remote sites with poor connectivity to
the main data center.

< Previous Cancel

e Enter the job name
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MNew Agent Backup Job

Name

Type in a name and description for this agent backup job.

\

Job Mode Name:
|PetaSAN Agent Backup Job
Description:
Computers Created by DESKTOP-95RGNP3\lenovo at 4/7/2022 11:11 PM.

Backup Mode
Storage

Guest Processing

Schedule

Summary

[] High priority
Backup infrastructure resources are offered to high priority jobs first. Use this option for jobs sensitive to the
start time, or jobs with strict RPO requirements.

< Previous Finish Cancel

Choose what will be backed up, in this example we will backup data on host 10.0.2.30
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MNew Agent Backup Job

Computers
Select protection groups or individual machines to back up. Protection groups provide a dynamic selection scope that automatically updates the
V list of protected machines as new ones are discovered.

Protected computers:

Job Mode

Name Type | Add...
Name -

Protection group...
Backup Mode
Storage
Guest Processing
Schedule + Up
Summary + Down
< Previous Next = Finish Cancel

e Enter the authentication information of computer 10.0.2.30
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New Agent Backup Job

X
2 Computers
— Select protection groups or individual machines to back up. Protection groups provide & dynamic selection scope that automatically updates the
-— V list of protected machines as new ones are discovered.

Job Mode Protected computers:
Name Type Add...
Name
Remove

Add Computer *
Backup Mode

Host name or IP address:
Storage 100.2.20 |
Guest Processing

Credentials:
Schedule + Up

Credentials k4 j

Summary

+ Down

Username: ‘administratol

E?k Password: ‘ooo‘ -
i
Description:

administrator

H Browse... |

[ ok | cancel |

[erimes | [veie ] I
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MNew Agent Backup Job

Computers
. Select protection groups or individual machines to back up. Protection groups provide a dynamic selection scope that automatically updates the
V list of protected machines as new ones are discovered.

Job Mode Protected computers:

Name Type Add...
Name E 100230 Computer Remove
Backup Mode
Storage
Guest Processing
Schedule —

+ Down

Summary D

< Previous Finish Cancel

e Inthis example we will select to backup data at the file level
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Job Mode
Name

Computers

MNew Agent Backup Job

Backup Mode

Choose what data you want to back up from selected computers.

() Entire computer
Back up entire computer image for fast recovery on any level. Deleted, temporary and page files are
automatically excluded from the image to reduce the backup size.

I}

() Volume level backup

Objects Back up images of specified volumes, for example only data volumes. Deleted, temporary and page files are
automatically excluded from the image to reduce the backup size.
Storage
Guest Processing @ File level backup (slower)
Back up selected files and directories only. This mode still produces an image-based backup, but only with
Schedule protected file system objects included in the image.
Summary

< Previous Finish Cancel

Using PetaSAN S3

as a Veeam Backup Repository Page 48 of 57




 ——T

Mew Agent Backup Job x
Objects
. Specify objects you would like to include in the backup.
Job Mode Choose directories to backup:
[] Operating system
Name Personal files
Computers |Include: Desktop, Documents, Pictures, Video, Music, Favorites, Downloads, Other files and folde| Choose...
Backup Mode The following file system objects:
| Objeas ¥ [ aco. |
C\TestData
Edit...
Storage
Guest Processing Remove
Schedule
Summary
To specify file exclusion settings, click Advanced Advanced
< Previous Next > Finish Cancel

e Select the backup repository
In case of direct backup you will select the object storage repository
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Mew Agent Backup Job x

Storage
Specify a backup repository to store the backup files produced by the backup job and customize advanced job settings if required.

Job Mode Backup repository:
- PetaSAN Object storage repository (Created by EMANYlenovo at 11/2/2023 6:33 PM.) ~
ame
S nNA Map backup
Computers
Retention policy: 7 s days ~

Backup Mode

Objects [] Keep certain full backups longer for archival purposes
Storage
("] configure secondary destinations for this job

Guest Processing
Copy backups produced by this job to another backup repository, or tape. We recommend to make at least one

Schedule copy of your backups to a different storage device that is located off-site.

Summary

Advanced job settings include backup mode, compression and deduplication,
block size, notification settings, automated post-job activity and other settings.

< Previous Cancel

Advanced...

But in case of Scale-Out Backup Repository (SOBR), you will select the Scale-Out repository
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GFS retention policy is not configured

. Canfigure secondary destinations for this job
Guest Processing

Co CKups produced

Schedule copy of your ba

Summary

Advanced job settings include backup mode, compression and deduplication,
block size, notification settings, automated post-job activity and other settings.

<Provios

Mew Agent Backup Job x
Storage
. Specify a backup repository to store the backup files produced by the backup job and customize advanced job settings if required.
Job Mode Backup repository:
¥ PetaSAN-Scale-out Backup Repository (Created by DESKTOP-95RGNP3\|lenovo at 4/7/2022 11:05 PM.) ~
ame
£ 245 GB free of 466 GB Map backup
Computers
Retention policy: |7 = days »
Backup Mode
Objects [[] Keep certain full backups longer for archival purposes Configure...

Advanced

Cancel

e Choose application processing options

Using PetaSAN S3 as a Veeam Backup Repository Page 51 of 57




PetaSAN

MNew Agent Backup Job

Guest Processing

Choose application processing options.

Job Mode Enable application-aware p g

Detects and prepares applications for consistent backup, performs transaction logs processing, and configures
Name the O5 to perform required application restore steps upon first boot.
Computers Customize application handling options for individual machines and applications Applications...
Backup Mode [] Enable guest file system indexing

Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files. Indexing is
Objects optional, and is not required to perform instant file level recoveries.
Starage Customize advanced guest file system indexing options for individual machines
Guest Processing
Schedule
Summary

< Previous Cancel

e Select the schedule
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MNew Agent Backup Job

Schedule

Specify the scheduling options. If you do not set the schedule, the job will need to be controlled manually.

Job Mode Eun the job automatically

Name @ Daily at this time: 10:00 PM > | |Everyday v ‘
(O Monthly at this time: |10:00 PM ~ | |Fourth Saturday . Months...

Computers

O Periodically every: 1 < Hours . Schedule...
Backup Mode

(O After this job: Agent Backup Job 1 (Created by DESKTOP-95RGNP3\lenovo at 4/6/2022 1:12 AM.)
Objects Automatic retry
Storage Retry failed items processing: 3 2/ times

Guest Processing Wait before each retry attempt for: 10 < minutes

| schedue o reneo
[] Terminate job if it exceeds allowed backup window Window...

Summary If the job does not complete within allocated backup window, it will be terminated to
prevent snapshot commit during production hours.

< Previous Apply Einish Cancel

e Select to run the job after | click finish
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MNew Agent Backup Job

Summary

The job's settings have been saved successfully. Click Finish to exit the wizard.

Mode: managed by backup server
Protected computers:

Backup Mode 10,0230
. Backup mode: file level backup

Oliyzse Destination: Veeam backup repository

SeEgE Target_storagt_a: PetaSAN-Scale-out Backup Repository
Retention policy: 7 days

Guest Pracessing Applica‘Fion—aware processing is ena_bled
Backup is scheduled to run automatically

Schedule GFS retention policy: not set

Run the job when | click Finish

< Previous

Job Made Summary:
ame: PetaSAN Agent Backup Job
Name Description: Created by DESKTOP-95RGNP3\lenovo at 4/7/2022 11:11 PM.
Type: server
Computers

Cancel

e The job will start immediately

e The agent backup job will run directly in case of direct backup.
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b Agent Backup Job 4

Job progress: 100% 1 of 1 hosts
SUMMARY DATA STATUS
Duration: 06:53 Processed: 19.9 GB (100%) Success: 1
Processing rate: 1 MB/s Read: 10.2 MB Warnings: 0
Bottleneck: N/A Transferred: 10.2 MB (1x) Errors: 0 |
THROUGHPUT (ALL TIME)
Speed: 0 KB/s
Name Status Action
i= DESKTOP-DMEQ... L Success ) Creating VSS snapshot

Calculating digests

Getting list of local users

(C): enumerating directories

(C) (18,3 GB) 9.3 MB read at 6 MB/s

Finalizing

Truncating transaction logs

Updating metadata

Full backup created

Network traffic verification detected no corrupted blocks
Processing finished at 11/2/2023 7:48:46 PM

Hide Details OK

The agent backup job will run first then the offload job in case Scale-Out Backup (SOBR)

Jdh S
Statistics Report
Ations| el
Home Q e
+ Fip Jobs Job Name T Session Type Status Start Time End Time
¥ Backup
+ [BaBactaups [ PetaSAN Agent Backup Job CiriToo i, e 47772022 1115 P 4/7/2022 11:25 PM
* Disk [ PetaSAN Agent Backup Job - 10.0.2.30 Offload SOBR Tienng Success 4772022 11:25 P 457/2022 1127 PM
i Object Storage
b [ Last 24 Houm
(% Success
= Waming
% Failed
summagY DatA staTus THROUGHPUT (ALL TIME)
Speec 565 KB
Duwration: 0950 Processed: 18.4 GB (100%) Success: 1
Processing rate: 927 KBfs Read! 9IMB Warnings: [
Battieneck: Torstere:  9MB (10 — 0
Name Status Action Duration
[« DESKTOP-DMEO. Success Job started at 4/7/2022 11:15:24 PM
Buiding hosts list aoss
Processing DESKTOP DMEOTUC o349
Jab finished at 4/7/2022 1125:14 PM
# Home
B® nveniany
180 structure
= ge Infrastructure
it >
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Session

]
Statistics Report

Actions Details
Home Q
Job Name T Session Type Status Start Time End Time
% PetaSAM Agent Backup Job Windows Agent.. Success 4/7/2022 11:15 PM 4f7/2022 11:25 PM
» PetaSAN Agent Backup Job - 10.0.2.30 Offload SOBR Tiering Success 4/7/2022 11:25 PM A[7/2022 1127 PM
Object Storage.
51 24 Hours
¥ Success
% Waming
% Failed -
SUMMARY DATA STATUS THROUGHPUT (ALL TIME)
Duration: Pracessed: Success:
Processing rate: Read: Wamings:
Bottleneckc: Transferred: Errors:
Name Status Action Duration
Processing PetaSAN Agent Backup Job - 10.02.30 01:42
Offload finished at 4/7/2022 11:27:19 PM
Te >
e You will notice that data has been backed up in buckets that we selected
| 53 Browser 9.5.5 - Pro - Veeam - o x

Accounts  Buckets Files Tools Help

& New bucket $¢ Delete bucket £ Refresh Path: / Veesm/ Archive/ data/ e9788f9d-OefB-4477-942¢-c349ccbOf2af/ 00000000-0000-0000-0000-000000000000/ [objs/ | s 0
i) backups File Size Type LastModified Storage Class
o =
AwData 1 125 bytes 1File 4/7/202211:2220PM  STANDARD
AuxData 2 125 bytes 2File 4/7/202211:2227PM  STANDARD

PetaSAN_Agent_Backup_Job_-
7] PetaSAN_Agent_Backup_Jo

10.0.230.vbm.1 216KB 1File 4/7/202211:2219PM  STANDARD
0.0.230.vbm.2 2738KB 2File 4/7/2022112227PM  STANDARD

| Upload Download Delete | al New Folder | 2, Refresh 1122204
. ek - 5" bl

Tasks Permissions HtpHeaders Tags Properties Preview Versions EveniLog

URL:  https://S3-service:8000/secure-backups/

[P copy
Key LastModified ETag Size Storage Class Owner Version Id A
)Veeam/
revision # 1 (current) 4/7/2022 81532 PM "d41d8cd9800b204e9800998ectB4276" Obytes STANDARD Veeam (10) 2uKCR-Sy2nx
[ Veeam/Archive/
revision #: 1 (current) 4/7/2022 81532 PM "d41d8cd9800b204e9800998ectB427e" Obytes STANDARD Veeam (10) FKJydnfcSmK
1 Veeam/Archive/data/
revision #: 1 (current) 4/7/2022 81532 PM "d41d8cd98i00b2049800998ecfB427e" Obytes STANDARD Veeam (10) wPLJKb2RZC.
Veeam/Archive/data/e978819d-0ef8-4477-942f-c949ccbf
revision #: 1 (current) 4/7/202211:2224 PM *8643765a10aed9c6 7e263ecaazds2r” 247bytes STANDARD Veeam (10) xwwBp20x7U.
78809 -0ef84477-942¢
revicinn # 1 irurrant) A79022 11:9292 PM "a721eR070 RN hANSNINAUL 12T RATKR QTANNARN. Veaam (1M 2vPWeladN? St
Dowmloa: Restore Jelete &2 Refresh tal versions 102, delete markers 0, versions size: 3.42MB % Filters ~

Note:
You may notice that you can delete objects from the bucket even though it is immutable, don’t

worry they are there but just hidden. If you go into the bucket and select show versions button,
the objects will show up.
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2 53 Browser 955 - Pro - Veeam - o X
Accounts Buckets Files Tools Help
s New bucket $§ Delete bucket £ Refresh Path: / Veeam/ Archive/ data/ e97839d-Oef8-4477-942f-c949¢ch9f2af/ 00000000-0000-0000-0000-000000000000/ /0703
{_l backups File Size Type LastModified Storage Class
"]
) AwData.1 125 bytes 1File 4/7/202211:2220PM  STANDARD
! J AuData 2 125 bytes 2File 4[7/202211:2227PM  STANDARD
|
|
|
|
|
|
4 Uplond - || Dowriosd | G Delete [ Newrolder | 2 Refresh 2N M St i
£ L&
Tasks Permissions HtpHeaders Tags Properies Preview Versions EventLog
URL:  https://S3-service:8000/secure-backups/ [ Copy
Key LastModified ETag Size Storage Class Owner Version Id A
revision # 1 (cumrent) 4/7/2022 11:2227PM "73cfd5a3274a123772bfd0202c984ebd" 125 bytes STANDARD Veeam (10) 1s0p. TQ1Vao.
] Veeam/Archive/data/e978819d-efB-4477-942f-c949ccb9f
revision # 2 (deleted) 4/8/2022 124825 AM Veeam (10) USOP3bvX66.
revision # 1 4/7/2022 112219PM "fable4d3e739953b1680cac7600d7c 73" 216KB STANDARD Veeam (10) DsOdOBU4o
] Veeam/Archive/data/e9788/d-0efB-4477-942+-c949ccbof
revision # 2 (deleted) 4/8/2022 124825 AM Veeam (10)
revision #: 1 4/7/2022 11:2227PM *ebeldeeeafid183659f140eae8d3di36" 2738KB STANDARD Veeam (10) KXMISEYFe
| Veeam/Archive/data/e978813d-0ef-4477-942-c949ccbdi
revision # 1 (current) 4/7/2022 112225 PM *3d7b884257eafl1e 70ce3a7d0b276d3" 588 bytes STANDARD Veeam (10) XUUksynLSK.
1 Voaam/Brrhiveldata aQ7RRRAA.NGR.-4477.047%.~040r - hOf o
Download Restore $fDelete | FXRefresh | Total versons 102, delete markers 2, versions sze: 3.42M8  Filters ~
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