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1. Purpose 
The purpose of this document is to describe how PetaSAN S3 Object storage can be used as a Veeam 

Backup repository. 

Currently Veeam supports using Direct-to-object storage to S3 Object storage (Veeam version 12)    

While previously Veeam supported using S3 Object storage as a capacity tier (Veeam version 11)    

2. Pre-requisites 
This document assumes the user has the following components are already installed: 

 Veeam Backup and Replication version 12 with one Veeam server installed. 

 PetaSAN Release 3.0.0 or higher is installed with S3 service running on one or more nodes, 

recommended to setup zone to use EC data pool for best storage efficiency. . Please refer to the 

S3 setup guide. 

 In zonegroup a new placement target named “backups” has been created and is defined in the 

zone. Please refer to the S3 setup guide. 

3. PetaSAN Configuration 

 S3 Settings 
 Need to use https, in this example we are using a certificate with common name “s3-

service” and using port 8000. 

 For generated self signed certificates, the common name needs to match the S3 service 

URL that we will use to access the service, it needs to be configured in the hosts file as 

done in this example as shown below or needs to be defined in a round robin DNS. We 

also need to download certificate and then install it on the Veeam server as will be 

shown later. 
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 Add S3 user 

 In this example we will create new S3 user named Veeam that stores its data in backups 

placement target which was created earlier.  
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After adding the S3 user, view the user’s generated access and secret keys which will be used later 

while configuring Veeam S3 object storage repository. 
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4. Veeam Configuration 
 You can setup Veeam using one of the following configurations:  

 PetaSAN S3 as a direct backup repository 

In this setup, Veeam backups directly to the S3 repository. This feature is supported in 

Veeam starting from version 12.   

 

 PetaSAN S3 as a capacity tier in a scale-out repository  

In this setup, a Scale Out Backup Repository (SOBR) is configured. The SOBR consists of 2 

tiers: 

-A non S3 backup repository acting as a performance tier 

-An S3 repository acting as a capacity tier 

this feature is supported in Veeam starting from version 11. 
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        Here we show how to create each repository type: 

 Create Object Storage Repository  

 Create Direct Attached Storage Repository  

 Scale-out repository 

 

 Create Object Storage Repository  

From the Backup Infrastructure section select to add new backup repository and then select the 

object storage type 

 
 Select the S3 Compatible Option 
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 Enter the S3 Object Repository Name 
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 Enter the S3 service name and port number, then the access key and secret key of the PetaSAN 

S3 user we want to use. In this example we will use the S3 user we have created named Veeam 
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 Certificate Security Alert dialog will appear, click on View Certificate to be able to install the 

certificate we had downloaded from the PetaSAN S3 settings. 
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 After installing the certificate click back then next again ,you should notice the certificate 

security alert has been disappeared 
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 Select next and then click on browse to list the existing buckets, you can create buckets using S3 

client tools like S3 Browser (refer to the S3 setup guide). 
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 Select a folder under the selected bucket 
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 Select the repository settings, whether to limit the object storage size or not and if you want to 

store recent backups as immutable and for how any days. 
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 To enable the use of immutable option, bucket has to be lock enabled during bucket creation, 

otherwise the following error will appear:  
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Note: 

 Immutability is a method that prevents data deletion or modification from storage. 

Knowing that data is critical to all businesses—having an immutable copy of your backup data 

ensures that there is an untouched version of that source data which is always recoverable. 

To create a bucket with lock option enabled, use Amazon Cli tool (refer to the S3 setup guide for 

more detail). 

You can install it from  

https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2-windows.html 

 Setup the service certificate  

aws configure set default.ca_bundle "c:\s3-service.crt 

 

 After installation we will configure the aws using command  

aws configure 

In this example we use the PetaSAN S3 user named Veeam and we enter its access and secret keys as 

well as the zonegroup name. 

https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2-windows.html
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 Use the following command to create a bucket named “secure-backups” with lock is enabled  

aws s3api create bucket --bucket secure-backups --endpoint-url https://s3-service:8000 --

object-lock-enabled-for-bucket 

 

 We continue this example using the newly created bucket with the immutability feature 
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 Select Make recent backups immutable for 30 days 
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After saving the object storage repository you can view it in the repositories list 
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Create Direct Attached Storage Repository  

From the Backup Infrastructure section select to add new backup repository and then select the A Direct 

attached storage type which needs to be created to be used as the performance tier in case of Veeam 

version 11. 

 

 Then select Microsoft Windows 
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 Enter the backup repository name 
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 Select the backup server you want to use and then select the drive where data will be stored  

 

 
 Enter path of the folder that will be used 
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 Select the mount server 
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 Review your setup then apply it to create the repository 
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The backup repository created appears in the repositories list 
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 Create Scale-Out Repository  

From the Backup Infrastructure section select to add new scale-out repository and then select the object 

storage type 

 Create a new scale-out repository using the previously created repositories as performance and 

capacity tiers ,in case of Veeam 11 

 Enter the scale out repository name  

 
 Select the performance tier repository  
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 Select placement policy 
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 Select the capacity tier repository and select to copy backups as soon as they are created 
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5. Create a backup job  
 Go to the Home Section and select to create new backup job  

 In case of direct backup repository 

 We will create the job to connect directly to the created object storage repository.  

 In case of Scale- out Backup Repository (SOBR) 

You will create the job to connect to the scale-out repository that was created using (both the 

 Direct Storage and object storage repositories as performance and capacity tiers respectively) 

 so it will be executed using two sub jobs: 

-Backup job 

-Offload job 

 Add new Backup job, in this example we will create Windows computer backup job to backup 

data from a Windows server with IP 10.0.2.30 
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 Select mode as server 

 
 

 Enter the job name 
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 Choose what will be backed up, in this example we will backup data on host 10.0.2.30 
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 Enter the authentication information of computer 10.0.2.30 
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 In this example we will select to backup data at the file level 
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 Select the backup repository  

In case of direct backup you will select the object storage repository  
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But in case of  Scale-Out Backup Repository (SOBR), you will select the Scale-Out repository  
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 Choose application processing options 
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 Select the schedule 
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 Select to run the job after I click finish 
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 The job will start immediately 

 

 The agent backup job will run directly in case of direct backup. 
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The agent backup job will run first then the offload job in case Scale-Out Backup (SOBR) 
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 You will notice that data has been backed up in buckets that we selected 

 
 

Note:  

You may notice that you can delete objects from the bucket even though it is immutable, don’t 

worry they are there but just hidden. If you go into the bucket and select show versions button, 

the objects will show up. 
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